ITamsiTKa 10 0€30MACHOCTH HIKOJIbHUKOB B ceTH MHTEepHeTe

C KaXapIM TOJOM MOJIOJIC)KH B MHTEPHETE CTAHOBUTHCS OOJIbIIE, a IIKOJIBHUKHU
OJJHM W3 CaMbIX aKTHUBHBIX IOJb30Baresie PyHera. Mexay TeM, NOMHUMO
OTPOMHOTO KOJMYECTBA BO3MOXXHOCTEW, HMHTEPHET HECET M MpoOJieMbl. ITa
IaMsITKa JOJKHA IIOMOYb TeOe Oe30IMacHO HaXOAUThCS B CETH.

KomMrmibroTepHble BUPYChHI

KoMIbrOTEpHBIE BHPYC — 3TO PAa3HOBUIHOCTh KOMIBIOTEPHBIX MPOTpPaMM,
OTIMYUTEIBHON OCOOEHHOCTBIO KOTOPOU SIBISIETCS CLIOCOOHOCTD K Pa3MHOXKEHHUIO.
B nonosiHeHHE K 3TOMY, BUPYChl MOTYT MOBPEIUThH WUJIM MOJHOCTBIO YHUUYTOXKUTH
Bce (haiiyibl U JaHHBIE, TOJKOHTPOJIbHBIE TIOJB30BATENI0, OT UMEHU KOTOPOTOo Obliia
3alynieHa 3apaxEéHHas Iporpamma, a TaKXKe MOBPEIUTh WM AK€ YHUYTOXKHUTH
ONEpPallMOHHYI0 CHCTEMY CO BceMHU (aiiamu B LEeJIoM. B OOJIBIIMHCTBE CilydaeB
PacIpoCTPaHAIOTCS BUPYCHI UEPE3 HHTEPHET.

MCTOI[BI 3aIIUThI OT BpSCAOHOCHBIX ITPOIrpaMM:

. Ucnonb3yil coBpeMEHHbIE OMNEPAIIMOHHBIE CUCTEMBI, UMEIOIINE CEPhE3HBIN
YPOBEHbB 3aIIUThI OT BPEIOHOCHBIX MPOTPAMM;

. [loctossHHO  ycTaHaBnmuBail mayTk (UMQpoBBIE 3amjaaTKH, KOTOPHIE
aBTOMATUYECKM YCTaHABJIMBAIOTCS C ILEJIbIO JOPAOTKU TNPOrpaMMbl) U JApYyTUe
OOHOBJIEHUSI CBOEH omepauoHHON cuctembl. CkauumBall HX TOJBKO C
opunmanbHoro caira paszpadborunka OC. Eciaum cyliectByeT  pexum
aBTOMATUYECKOT0 OOHOBJICHUS, BKIIOUH €T0;

. Orpannub pU3MUYECKUid JOCTYI K KOMIIBIOTEPY ISl MIOCTOPOHHUX JIULL;

. Hcronp3yil BHENTHUE HOCUTEN HHPOPMAIIUN, TaKUe KakK QIIieliKa, TUCK UIH
daiin u3 uHTEpPHETA, TOJIBKO U3 MPO(EPEHHBIX HCTOYHUKOB,;

. PabGoTaii Ha cBOeM KOMIIBIOTEpE IO NpaBaMU IMOJb30OBATENs, a He
aJIMUHUCTPATOpa. DTO HE TMO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MPOTrPaMM
MHCTAJNIMPOBATHCA HA TBOEM NEPCOHATILHOM KOMITBIOTEPE;

. Hcnionp3yil ~ aHTUBHPYCHBIE  MPOTPaMMHBIE  TMPOMYKTHI  HM3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATUYECKUM OOHOBJICHHEM 0a3;

. He otkpeiBaii KoMIbrOTEpHBIC (ailyibl, TOJyYECHHBIE W3 HEHAJAEKHBIX
UCTOYHUKOB. Jlaxke Te (pailnbl, KOTOpbIE MpUciail TBOM 3HAKOMbIN. Jlyule yTounu
y HETo, OTIPABJISUI JIU OH TeOe uX.

Ceru WI-FI

Wi-Fi - 310 He BHI mepelaud JaHHBIX, HE TEXHOJOTHs, a BCEro JIUIIb OpEH],
mapka. Eme B 1991 rony Humepmaniackas KOMIaHHUS 3aperuCTpuUpoBalia OpeHI
«WECA», uro o6o3nauano cinoBocodyeranue «WirelessFidelity», xoTopsiit



MEePEeBOIUTCS KaK «OecTpOoBOIHAS TOYHOCThY. Jl0o Halero BpeMeHu JoIIa apyras
ab0OpeBHaTypa, KOTOpasi SIBISETCS TakOl ke TexHoyiorued. DTo abbpeBuatypa
«Wi-Fi». Takoe Ha3zBaHue OBLJIO JJAaHO C HAMEKOM Ha CTaHJapT BBICIIUI 3BYKOBOI
texauku Hi-Fi, 4To B mepeBojie 03HaUaeT «BBICOKAsi TOYHOCTHY.

Ha, OecnnaTHBIA WHTEPHET-AOCTYN B Kade, OTENsIX M a’pornopTax SIBISETCS
OTJIMYHON BO3MOXHOCTBIO BBIXOJa B WHTepHET. HO MHOTHE SKCIEepThl CUMTAIOT,
yTo obmenoctymubie Wi-Fi ceTn He sBstoTCS 0€30MaCHBIMHU.

CoBeTsl 110 6e30macHOCTH paboTe B 00men0cTynHbIX ceTsix Wi-fi:

. He nepenaraii cBoro nnuHyro wHpOpMAaIUio yepe3 ooOrieaoctymnabie Wi-Fi
cetu. PaboTas B HUX, )KeJIaTeTLHO HE BBOJAWTH MAPOJIH JTOCTYIIA, IOTHHBI H KaKUe-
TO HOMEpA,;

. Hcnons3yil 1 OOHOBJISH aHTHUBUPYCHBIE MporpamMmel U Opanamayep. Tem
cambIM Thl 00€30MacuIllb ce0sl OT 3aKauKH BUPYyCa Ha TBOE YCTPOICTBO;

. [Ipu ucnonszoBanun Wi-Fi otkimoun ¢pynkuuio «O0mmii goctyn K (aitinam
u npuHtepam». JlanHas QYHKIMS 3aKpbITa 10 YMOJYAHUIO, OJHAKO HEKOTOPHIE
MOJIb30BATENH AKTUBUPYIOT €€ JIJIsl y1I00CTBA MCIOJIb30BaHUs B paboTe min yueoe;

. He wucnone3yii nyomuunsiii WI-FI ansa mepemauud JMYHBIX JaHHBIX,
HanpuMmep JUIsl BIXOJA B COLIMATIBHBIE CETH WJIM B JIEKTPOHHYIO MTOYTY;

. Nnonb3yl Tonbko 3amuinenHoe coeaqunenue uepe3 HTTPS, a ue HTTP, T.e.
npu Habope BeO-aapeca BBOAU UMEHHO «https://»;

. B MoOunpHOM Tenedone otkimoun Qynknuto «llogkmrouenne k Wi-Fi
apTomMaTnueckn». He pomyckail aBTOMAaTH4YE€CKOrO MOAKIIOYEHUS] YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero cormnacusi.

CorimanpHbIe CETH

CouuasibHble CETH aKTUBHO BXOJSAT B HAIlly KU3Hb, MHOTHE JIIOJIU paOOTalOT U
JKUBYT TaM IIOCTOSIHHO, a B Facebook yke 3aperucTpupoBaH MUJUIMAP]T YETOBEK,
YTO SIBJIIACTCSI OJHOM CeIbMOM BCeX KUTEIEH IIaHeThl. MHOTHE IOJIb30BATESIIN HE
MMOHUMAIOT, YTO MH(OpMaIms, pa3MeliecHHAas WMH B COITMAIBHBIX CETAX, MOXKET
ObITh HalJieHAa W WMCIOJIb30BaHA K€M YTOJHO, B TOM YHCJIE€ HE 0053aTeIbHO C
OJIaruMu HaMEPEHUSIMU.

OCHOBHBIE COBETHI IT0 0€301IaCHOCTH B COIIMaJIBHBIX CCTAX:

. Orpanuub crucok Apy3ei. Y 1e0s B Jpy3bax HE JOJKHO ObITh CIy4YailHBIX U
HE3HAKOMBIX JIFOJICH;



. 3amuinai cBor YacTHYIO KU3Hb. He ykaseiBail maponu, TenedoHsl, aapeca,
JaTy TBOETO POXACHUS WM APYTYI0 JTUYHYIO HHPOPMANUO. 3JI0yMBINUICHHUKA
MOTYT HCIIOJIb30BaTh Jake WHGOPMAIMI0 O TOM, KaK Thl M TBOU POJUTEITH
IJIAHUPYETE MPOBECTU KAaHUKYJIBI;

. 3amuimnai CBOI pEemyTaIuio - JEP>KU € B YUCTOTE M 3ajaBaii cede BOIPOC:
xoTen OBl ThI, YTOOBI JPYTHE IOJH30BATEIN BHJAEIH, YTO Thl 3arpyKaeiib?
[Toxymaii, mpeskie 4YeM 4TO-TO OIyOJIMKOBATh, HAITMCATh U 3aIPy3HTh;

. Ecnu TBI TOBOpHUIIB C JIFOJABMH, KOTOPBIX HE 3HACIIb, HE HCIIOJIb3YH CBOE
pealbHOE UMS U JPYTYIO JMYHYIO MH(QOpPMAIMK: UMs, MECTO KHUTEJIbCTBA, MECTO
y4eOBbl U poYee;

. N3berait pasmemnienus ororpaduii B MuTepHeTe, rie Thl M300pa’keH Ha
MECTHOCTH, IT0 KOTOPO¥ MOKHO OTIPECIIUTHh TBOE MECTOTIOIOKCHHE;

. [Ipu peructpaiuu B cOuMaibHON CETH HEOOXOAUMO UCIOIb30BaTh CI0KHbBIE
IIapOJIM, COCTOSIIINE U3 OYKB M IU(P U C KOJTUYECTBOM 3HAKOB HE MEHEE §;

. JUist colMalibHOM CETH, MOYTHI U JPYTUX CAaiTOB HEOOXOAMMO MCIOJIb30BATh
pasHple maposid. Torma ecinu TeOs B3JIOMAlOT, TO 3JIOYMBIIIJIEHHUKH I10JTy4aT
JOCTYII TOJIBKO K OJTHOMY MECTY, & HE BO BCE Cpasy.

9H€KTpOHHBIG JCHBI'

DJIEKTPOHHBIE J€HbI'M — OTO OYEHb YIOOHBIM CMOCOO TIUIATEXKEH, OJHAKO
CYIIECTBYIOT MOIIIEHHUKH, KOTOPBIC XOTAT MOJYUYUTh ITH JICHBIH.

DNEeKTPOHHBIC JICHBIU TOSBWJINCH COBCEM HEAAaBHO W WMEHHO H3-3a 3TOTO BO
MHOTHX TOCYJIapCTBax JI0 CHUX IOp HE MPOIHUCAHO MPO HUX B 3akoHaX. B Poccum
ke OHU (PYHKIIMOHUPYIOT U O HUX YK€ MPOIMCAHO B 3aKOHE, IJIC UX Pa3JIeIIioT Ha
HECKOJILKO BHJOB — AaHOHHMMHBIE ¥ HE aHOHMMHBIE. PasHMIla B TOM, 4YTO
QaHOHUMHBIC - OTO TE€, B KOTOPBIX pa3periaeTcs NPOBOJUTH omepanuu 0e3
UACHTU(UKAIINY TI0JIb30BaTElIs, a B HEAHOHUMHBIX HJICHTH(DHUKAIINN TTOTH30BATEISA
SIBJISIETCSI 00SA3aTEBLHOM.

Taxxe cienyer  pa3nuyarh  JJEKTPOHHblE  (uUaTHbIE JCHBIU  (paBHBI
rOCYJAapCTBEHHBIM BaJIOTaM) M JJIEKTPOHHbIE He(pUaTHbIE JACHBI'M (HE PaBHBI
rOCyAapCTBEHHBIM BAJIFOTaM).

OCHOBHBIE COBETHI IO 0€30MAaCHOIN padOTe C AIEKTPOHHBIMU JEHBIAMU:

. [IpuBsxu K cuety MOOUIIbHBIN TesneoH. DTO caMblil YIOOHBIA U OBICTPHIA
croco0 BOCCTAaHOBUTH JOCTYH K cuery. llpuBsizaHHBINA TenepoH MOMOXKET, eciu



3a0yJenip CBOM IUIATEXKHBIM MMapoiab WM 3aifjielllb Ha CaWT ¢ HE3HAKOMOTro
YCTPOWCTBA;

. Ucnons3yir opHopa3zoBeie maponu. llocne mnepexoma Ha yCUIEHHYIO
aBTOpHU3allMi0 TeOe yke He OyJeT yrpokaTh OMACHOCTh KpaXXH WM TepexBara
IJIATEXKHOTO MAPOJIs;

. Bribepu cnoxusiii maponb. IlpectymHukam OyneT HeE MPOCTO yrajaaTh
CIIOKHBIA Taposib. HanexxHele maposii — 3TO Mapoid, KOTOpbIE COIEpKaT He
MeHee § 3HAKOB M BKIJIIOYAIOT B ce€0s CTPOUHBIC U MPOIHUCHBIE OYKBBI, HU(DPHI U
HECKOJIbKO CMMBOJIOB, TaKH€ KaK 3HaK JoJuiapa, (pyHTa, BOCKIHMIATENbHBIA 3HAK U
t.11. Hanmpumep, $tROng!;;

° He BBOJIH CBOH JIMYHBIC JaHHBIC Ha caﬁTax, KOTOPBLIM HC JOBCPACIID.
BJ'IGKTpOHHa}I IIo4ura

DJIEKTPOHHAS TOYTa — 3TO TEXHOJOTHS W NPEAOCTABISIEMbIE €0 YCIYTH IO
MEPEChUIKE U MOJYYCHHUIO JICKTPOHHBIX COOOIICHUMN, KOTOPhIE pacIpEICIIOTCS B
KOMIBIOTEpHOU ceTh. OOBIYHO HJIEKTPOHHBIM TMOYTOBBIA SIIIUK  BBITJISIUT
CJICAYIOIIMM 00pa3oM: UMl MOJIb30BaTENA(@WUM_JIoMeHa. Takke KpoMe repeaadu
IIPOCTOr0 TEKCTa, UMEETCS BO3MOKHOCTD TIepe1aBaTh (hauibl.

OCHOBHBIE COBETHI 110 OE30IMTaCHOM pPabOTE C JICKTPOHHOM MOUTOM:

. Hano BwIOpaTh mnpaBWIbHBIA TIOYTOBBIM cepBUC. B uHTEpHETE ecTh
OTPOMHBIN BEIOOP OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIyUllle TIOBEPSTH TEM,
KOTO 3HA€IIb U KTO NIEPBBINA B PEUTUHTIE;

. He yxaspiBaif B 1u4HON moute JuuHyl0 uHbopmaruio. Hampumep, mydrie
BBIOpATh «MY3bIKaJIbHBIN _(panat@» umm «pok2013» BmecTo «temal3»;

. Hcnonb3yit ABYXA3TAIHYIO aBTOPHU3AIMI0. DTO KOTJa IOMUMO MapoJisi HyKHO
BBOAUTH KOJ, MPUChUIAEMbIA 0 SMS;

. BriOepu ciioxHbIi maposb. s Kaxa0oro moyToBOTO SIIIMKA JOJXKEH ObITh
CBOM HAJIeKHBIM, yCTOMYMBBIN K B3JIOMY MapOJb;

. Ecnun ecTp BO3MOXHOCTH HamuMcaTb CaMOMYy CBOM JIMYHBIM BOMPOC,
MCIIOJIB3YH 3Ty BO3MOKHOCTb;

. Hcnone3yli HECKOJIBKO IIOYTOBBIX AIMKOB. llepBwlii it  4acTHOM
NEPENUCKU C aJpecaTaMy, KOTOPBIM Thl JOBEPSACIIb. DTO 3JIEKTPOHHBINA aIpeC HE
HAJI0 UCTIOIB30BATh MIPU PETUCTPALIMU Ha GOopyMax U CalTax;

. He otkpeiBaii ¢aiinsl U apyrue BIOKEHUS B MHUChbMaxX JaKe €CJIH OHH
NPUIIUTM OT TBOUX Jpy3eu. Jlyuie yTouHM y HHMX, OTIPABISUIM JIM OHU TeOE ATHU
(baibl;



. ITocne oxoHyaHuss pabOThI HAa IOYTOBOM CEPBUCE IIepe]l 3aKpPBITHEM
BKJIAJIKM C CAUTOM He 3a0y/1b HA)KAaTh Ha « BBIATHY.

KubepOymumiHT nin BUPTYaIbHOE U3CBATEIHCTBO

KubepOyumMHr — mpeciefoBaHie COOOIIEHUSIMH, COJAEPKAIIMMU OCKOPOJICHUS,
arpeccuro, 3alyruBaHue; XyJUraHCTBO; COLIMAIIbHOE OOMKOTUPOBAHKUE C TOMOILBIO
Pa3IMYHBIX UHTEPHET-CEPBHUCOB.

OcHOBHBIE COBETHI 110 O0pHOE C KHOSPOYIITMHTOM:

. He Opocaiics B 60ii. JIydmmii crmoco0: MOCOBETOBAThHCS Kak ceOsi BECTH W,
€CIIi HET TOro, K KOMYy MOKHO OOpaTUThCS, TO BHAYaJIe YCHOKOUTHCS. Eciu Th
HAYHEIIh OTBEYaTh OCKOPOJCHHSIMH Ha OCKOPOJICHUS, TO TOJBKO emie OoJbIie
pa30AOKeIb KOH(IIHKT;

. VYmpasisit cBoeit kubeppernyTaiuei;

° AHOHUMHOCTbH B CETH MHHMas. CYHICCTBYI-OT CITOCOOBI BBISICHUTB, KTO CTOUT
34 aHOHNMMHBIM aKKayHTOM;

. He crout BecTn XynuraHckuii oOpa3 BUPTyalbHOW >ku3HU. HHTepHer
(GuKCUpyeT BCce TBOM JEUCTBHS M COXpAHSIET UX. YJAIUTh UX OyIeT KpaiiHe
3aTPYAHUTEIIBHO;

. CoOmroniaif cBOM BUPTYaJIbHYIO YECTh CMOJIONY;

. Urnopupyit  equnuyHblii  HeratuB. OJHOpa30BbIE  OCKOPOUTENHHBIC
cooOllleHUsT Jyuiie urHopupoBaTb. OOBIYHO arpeccus MpeKpalaeTcs Ha
HayvaJIbHOM CTaJIuM;

. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIECHUSMH, B
COIIMAJIBHBIX CETSAX €CTh BO3MOXKHOCTH OJOKHMPOBKH OTIPABKUA COOOIIEHUH C
OTPEEICHHBIX aIPECOB;

. Ecnu 1ol cBunmerens kubepOysummHra. TBOM AEHCTBUA: BBICTYNUTH MPOTUB
rpeciieioBaTens, MOKa3aTh €My, YTO €ro JACHCTBUS OLICHUBAIOTCSI HETATHUBHO,
MOJJIEPKaTh KEPTBY, KOTOPOM HYKHA TICUXOJOTUYECKAs] TMOMOIIb, COOOIIUTH
B3POCIIBIM O (haKTe arpeCCUBHOTO MOBEJICHUS B CETH.

MoOuabHBIN TenehoH

CoBpemMenHble cMapT(HOHBI W TUIAHIIETHI COJAEPKAT B ceOE BIIOJHE B3POCIBIM
GyHKIIMOHAT, W TEMepb OHU MOTYT KOHKYpHUPOBaTh CO CTallMOHAPHBIMH
KoMmmbioTepamu. OJTHAKO, CPEJCTB 3aIUThI IS MOJJOOHBIX YCTPOUCTB MOKa OYEHb
Masio. TecTWpoBaHWE W TIOMCK YSI3BUMOCTEM B HHUX HPOUCXOAUT HE Tak
WHTeHCUBHO, Kak misa [IK, To ke camoe kacaeTcss U MOOWJIBHBIX MPUIIOKEHUH.
CoBpeMeHHbIE MOOWIBbHBIE Opay3epbl YK€ NPAKTUYECKH JOTHAIM HACTOJbHBIC
aHAJIOTH, OJHAKO paciupeHue (yHKIMOHATIA BIIEYET 3a CO00M OOJIBIIYIO



CJIO)KHOCTh W MEHBIIYIO 3allMIIEHHOCThb. Jlaneko He Bce MPOU3BOAUTENH
BBIITYCKAlOT OOHOBJICHMS, 3aKPBIBAIOIIUE KPUTUYECKHE YSI3BUMOCTH JJISI CBOMX
YCTPOMCTB.

OCHOBHBIEC COBETHI /TSI 0€30MACHOCTH MOOMIBLHOTO TenedoHa:

* Huuero ne sBusiercs IMO-HACTOAIICMY OecIIaTHBIM. BYI[B OCTOPOIKCH, BCIb
Koraa TeOe npeajrararoT OecrIaTHBIN KOHTCHT, B HCM MOTYT OBITH CKPLITBI KaKHC-
TO INIATHBIC YCIIYTH,

. Hymaii, mpexe uem oTnpaBuTh SMS, ¢oto unm Bugeo. Thl TOUHO 3HACIID,
r7ie OHU OYIyT B KOHEYHOM HUTOTE?

. Heo6xoaumo 0OHOBIISATH ONEPAIMOHHYIO CUCTEMY TBOET0 CMapT(hOHa;
. Hcrnonb3yilt aHTUBUPYCHBIE TPOTPAMMBI JUIsl MOOMJIBHBIX TEIE(POHOB;
. He 3arpyxaii mpuiaoxeHusi OT HEM3BECTHOI'O HCTOYHWKA, BEbh OHU MOTYT

COACPKATb BPCAOHOCHOC IIPOIrPaMMHOC O6CCH€‘I€HH€;

. [locne Toro Kak Thl BBIMAECLIb C CaiTa, I7I€ BBOAWI JUYHYIO HH(POPMAILIHIO,
3aiiiu B HACTPOMKHU Opay3epa u ynanu cookies;

. [Teproaudecku MpoBepsii Kakue IJIaTHBIC YCIYTH aKTUBUPOBAHBI HA TBOEM
HOMeEpeE;
. JlaBaii cBOHi HOMep MOOMJIBHOTO TelIeOHA TOJIBKO JIFOJSIM, KOTOPBIX ThbI

3HACIIb U KOMY JIOBEPSEIIb;

. Bluetooth momkeH OBITH BBIKIIOUEH, KOTJa Thl UM HE TOJb3yemibcsa. He
3a0bIBall MHOTIa TIPOBEPSTH 3TO.

Online urpsi

CoBpeMEHHbIE OHJIAHH-UTPBI — 3TO KPACOYHBIE, 3aXBaThIBAIOILME pPa3BIICYEHUS,
OOBEIMHAIOIIME COTHU THICAY YEJIOBEK MO BceMy Mupy. WUrpoku wuccnenyroor
JAHHBI UM MHUp, OOUIAIOTCA JIPYT C JIPYrOM, BBINOJIHAIOT 3aJlaHUs, CPAXKaOTCA C
MOHCTPAMH M IOJYYarOT ONBIT. 3a YJOBOJIbCTBUE OHHU IIATAT: NOKYMNAKOT AUCK,
OIIAYMBAIOT A00OHEMEHT WJIM MPUOOPETAIOT KaKHUe-TO OMIHUU.

Bce 3tn cpenctBa MayT Ha MOJAEpP’KaHWE M PAa3BUTUE WUIPBI, a TAKXKE HA caMy
0€30IMacCHOCTh: COBEPIICHCTBYIOTCS CHUCTEMbI aBTOPU3ALMH, BBITYCKAIOTCS HOBBIC
naTyu (LUQPPOBbBIE 3aMIATKU AJI POTPAMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.
B mogoOHBIX urpax CTOMUT omacarbcs HE CTOJBKO CBOMX CONEPHUKOB, CKOJBKO
Kpa)kl TBOET0 IapoJisi, HA KOTOPOM OCHOBAaHA CHCTEMA aBTOPU3aLMU OOJIBIIMHCTBA
urp.

OCHOBHBIE COBETHI 10 OE30MACHOCTH TBOETO UIPOBOTO aKKAYHTA:



. Ecnu npyroit urpok Bener cebsi MIOXO WM CO3/1aeT TeOe HEMPUSITHOCTH,
3a0JIOKUPYH €ro B CIIHCKE UTPOKOB;

. [Toxamyiics aIMUHUCTPATOPAM WIPBI Ha INIOXO€ MOBEICHHUE ITOTO UIPOKA,
YKEJIATEJIbHO NIPUJIOKUATH KAKKE-TO J1I0KA3aTeNIbCTBA B BUJIE CKPUHOB;

. He ykaspiBail muunyto nHdopmaiuio B npodaiisie urpsi;

. VYBaxail Ipyrux y4acTHUKOB IO UTDPE;

. He yctanaBnuBail HeouMaibHbIE TATYN U MOJIBI;

. Hcnonb3yii CII0XKHBIE U pa3HbIE ITApPOIIH;

. Jlaske BO BpeMsl UTPbI HE CTOUT OTKJIIOYAaTh aHTUBHUpYC. [loka Thl Urpaeip,

TBOM KOMIIBIOTEP MOTYT 3apa3UTh.
QUIIUHT WIK KPa)ka JIMYHBIX TAHHBIX

OOBIYHON KpaXKkel JeHer W IOKYMEHTOB CETOHS y>K€ HUKOro He yAuBHUfIb, HO C
pPa3BUTHEM WHTEPHET-TEXHOJIOTHI 3IOYMBIITUICHHUKHY ITEPEMECTUIINCH B HUHTEPHET,
U TPOJIOJIKAIOT 3aHUMATHCS «JTFOOMMBIM» JIeJIOM. Tak MOsSBWJIACh HOBasi yrposa:
WHTEPHET-MOIIEHHUYCCTBA WM (DUINWHT, TJaBHAs IIEIh KOTOPOTO COCTOWT B
MOJTYICHUN KOH(PHUICHITMATBHBIX JAHHBIX TOJb30BaTElIe — JIOTHHOB W ITapOJICH.
Ha anrnmiickom ssbike phishing uyutaercs kak Quimmnr (ot fishing — priOHas
JIOBJIs1, password — maposn).

OcHOBHBIE COBETHI IO 0OpHOE C (PUITUHTOM:

. Cnenu 3a cBouMM akkayHTOM. Ecnu Thl mojmo3peBaellb, 4TO TBOS aHKETa
OblTa  B3JIOMaHa, TO HEOOXOAMMO  3a0JIOKUpOBaTh €€ U COOOUIMTH
aJIMUHHCTpaTOpaM pecypca 00 3TOM KaKk MOXKHO CKOpee;

. Ucnonb3yit 6e3onacHble BeO-CaiThl, B TOM YHCJIe, HHTEPHET-Mara3uHoB U
TTIOUCKOBBIX CHUCTEM;

. Hcnons3yil cioxHble W pa3Hble mapond. Takum oOpa3om, eciau Teos
B3JIOMAIOT, TO 3JIOYMBIIIJICHHUKH IOJy4aT JOCTYN TOJBKO K OJHOMY TBOEMY
npoduIII0 B CETH, a HE KO BCEM;

. Eciu TeGs B3noManmu, TO HEOOXOAMMO TPEIYyNpPEeIuTh BCEX CBOUX
3HAKOMBIX, KOTOpbIE J0OABJICHBI Y T€Os B APY3bsiX, O TOM, YTO T€OS B3JIOMAJH H,
BO3MOYKHO, OT TBOETO UMEHH OYJIET PacChlIaThCs CIIaM M CChUIKHA Ha (PUIITMHTOBHIE
CalThI;

. YcranoBu HaaexHbId apois (PIN) Ha MoOMIBHBIN TenedoH;

. OTKIIIOYU COXpaHEHHUE MapoJis B Opaysepe;



. He oTkpwiBaii Qaitnbl U apyrue BIOKEHHs B MHUCHhMax Jake €CIU OHH
INPUILIA OT TBOWX Apy3eld. Jlydie yTouHw y HUX, OTIPABISUIIN JIM OHH TeOe ITH
(baiisr;

[Mudposas penyraius

[Mudposast permyranus - 3T0 HETaTUBHAs WU MO3UTHBHas WHGOpPMAIUS B CETH O
tebe. Kommpomerupyromass uHpopMalus pa3MelleHHas B HHTEPHETE MOXKET
CEpbEe3HBIM 00pa3oM OTpa3uThCcsl Ha TBOeW peanbHOM Ku3HH. «Lludpoas
pemyTaus - 3TO TBOW UMHJIK, KOTOPBIA (opMupyetcst u3 uHbopMaiuu o tede B
uHTEepHEeTe. TBOE MECTO KHUTENbCTBA, y4eObl, TBOE (DMHAHCOBOE TMOJIOXKECHHE,
0COOCHHOCTH XapaKTepa U paccKasbl 0 OJIM3KUX — BCE 3TO HAKAIUIMBACTCS B CETH.

MHorue TOAPOCTKM JIETKOMBICJIEHHO OTHOCATCA K NyOJUKAlMK —JTUYHOU
uHdopmaruu B MHTEepHETE, HE MOHKMMAsT BO3MOXKHBIX MociencTBuil. Tol naxe He
CMOXeENTb J0TagaThcsi 0 ToM, 4yTo doTorpadusi, pazMelieHHas S5 JeT Ha3zajl, craja
MPUYUHON OTKAa3a MPUHATH T€Os HA paldoTy.

KomMmMmeHTapuu, pasmenieHne TBoMX (oTorpapuil U Apyrue ACUCTBUS MOTYT HE
VCYE3HYTh JIAXKE IOCJIE TOTrO, KAK Thl UX YJAIMIIb. Thl HE 3HACIIb, KTO COXPaHUI
3Ty UH(GOpPMAILMIO, TI0TIaja JIM OHA B IOMCKOBBIE CUCTEMBI M COXPAHUIIACH JIU OHA, a
IJIaBHOE: YTO MOAYMAIOT O TeOe OKpyKaroulee JH0u, KOTOpble HalIyT U yBUASAT
sto. Halitu mHdoOpmaIuio MHOTO JIET CIYCTS CMOXET JIF0OOW — Kak U3 J0OpBIX
noOyX/JeHUI, TaK U C HAMEPEHHWEM HIPUYUHUTH Bped. DTO MOMKET ObITh KTO
YTOJTHO.

OCHOBHBIE COBETHI 1O 3aIIMTE HUPPOBOM permyTalUu:

. [Togymaii, mpexae 4eM 4To-TO MyOJIMKOBAaTh U TepeaaBaTh y ceOst B Oyiore
WJIN B COIMAJILHOM CETH;

. B Hactpoiikax npodusis yCTaHOBH OIPaHMYEHHUST HA MPOCMOTP TBOETO
npouIsi ¥ €ro COJAECPAKUMOro, cliesiaidl €ro TOJIBKO «IJIsl APY3eily;

. He pasmemaii u He ykaspiBall MH(POpPMALIUIO, KOTOPAsk MOXET KOTro-Ju0o
OCKOPOJIATH WIIH OOMKATh.

ABTOpCKOE MPABO

CoBpeMeHHBIE MTKOJIBHUKA— aKTUBHBIC MOJIB30BaTEd MU(PPOBOrO MPOCTPAHCTBA.
OpHako 1gajleko HE BCE 3HAKOT, YTO II0Jb30BaHWE MHOTMMHM BO3MOXKHOCTSIMH
nmudpoBoro mupa TpeOyeT CcoONOJeHUs TpaB Ha HMHTEIUICKTYaIbHYIO
COOCTBEHHOCT.



TepmMuH «HUHTEIEKTyaJdbHAass COOCTBEHHOCTH» OTHOCHUTCS K  pa3IMYHBIM
TBOPEHHUSM YEJIOBEUECKOr0 yMa, HAa4yMHAas C HOBBIX H300pPETEHHUN M 3HAKOB,
0003HaYaroMUX COOCTBEHHOCTh HAa MPOIYKTHI U YCIYTH , U 3aKaHYMBasi KHUTAMHU,
dororpadusiMu, KHHOPUIBMaMU U MY3bIKaJIbHBIMU MTPOU3BEICHUSMHU.

ABTOpCKHE TIpaBa — JTO IIpaBa Ha HWHTEJUIEKTYyaJIbHYI0O COOCTBEHHOCTh Ha
MPOU3BEJCHUSI HAYKH, JIUTEPATYPhl U UCKYCCTBA. ABTOPCKHE IPaBa BHICTYIAIOT B
KaueCTBE TapaHTHH TOTO, YTO HWHTEIUICKTYaIbHBIM/TBOPUCCKUN TPy aBTOpa HE
OyJIeT HampacHbIM, JacT €My CIpaBeJIUBbie BO3MOXKHOCTH 3apaboTaTh Ha
pe3ynapTaTax CBOETO TpyAa, MOJYYUTh W3BECTHOCTh W mNpu3HaHue. Hukro 0Oe3
paspelieHuss aBTopa HE  MOXET BOCHPOU3BOAMTH €ro  IPOU3BEACHHUE,
pacmpocTpaHsiTh, MyOJUYHO JIEMOHCTPUPOBATH, IIPOJiaBaTh, HMMIIOPTUPOBATH,
MyCKaTh B MPOKAT, MyOJMYHO HUCHOJHATH, MOKA3bIBATH/UCIOJHITE B dpUpe WU
pa3memath B IHTEpHETE.

Hcnonb3oBaHuEe «IUPATCKOr0» MPOrPAMMHOIO O0ECIIEUEHUsS MOXET MPHUBECTH K
MHOTUM pPHUCKaM: OT OTEPH JTaHHBIX K TBOMM aKKayHTaM JI0 OJOKHPOBKU TBOETO
YCTPOMCTBA, TJl€ YCTAaHOBJICHHBIM HE JerajapHas nporpamMma. He crouT Takxke
3a0bIBaTh, YTO CYIIECTBYET JeErajbHble W O€eCIUIaTHbIE MNPOrPaMMBbI, KOTOpbIE
MO>KHO HaliTH B CETH.



